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Jeffrey Cowley is the President of Invest-
Edge, Inc., a provider of advisory and com-
pliance solutions to financial institutions. Jeff 
has 30 years’ experience in information tech-
nology, including 23 years in the FinTech and 
RegTech sectors. During his career, he has 
worked closely with investment management 
companies to help them increase operational 
efficiency, reduce risk and optimise the cli-
ent experience. Jeff has worked 20 years with 
fiduciary wealth management companies in 
understanding their investment processes and 
regulatory obligations to deliver technology 
solutions that address the company’s critical 
business issues.

AbstrAct

While the tsunami of regulation following the 
2008 financial crisis has receded, compliance for 
wealth management companies continues to grow 
more complex. In recognition of the difficulty of 
meeting evolving standards and obligations, the 
US Government now offers incentives to compa-
nies that adopt technical solutions. RegTech that 
surfaces issues in a timely manner and holistically 
across an institution’s book of business is seen as 
directly correlated with transparency and account-
ability. It is also good business. Today’s solutions 
empower companies to streamline account man-
agement, reduce risk, lower cost and strengthen 
client relationships. The author shares best prac-
tices and important questions to consider when 
designing and implementing a 360-degree com-
pliance programme. The key to success is synergy 
among people, processes and technology. Success-
ful compliance starts with stakeholders across 
the front, middle and back offices. With guid-
ance and best practices gained from interactions 

with regulators, consultants and technology pro-
viders, the company establishes the procedures 
to ensure the programme properly addresses its 
investment management business and its regu-
latory risk. With the right people and procedures 
in place, thoughtful RegTech serves as the glue 
that enables proactive, efficient, 360-degree com-
pliance. With the breadth of data and volume of 
regulations that companies contend with today, 
a 360-degree compliance technology platform 
should employ comprehensive and accurate data; 
exception-driven rules to eliminate false positives; 
well-designed workflows that distribute tasks log-
ically across the front, middle and back offices; and 
efficient oversight tools. Technology cannot replace 
sound, human-driven policies and procedures but 
when combined with customer relations and port-
folio management into a 360-degee programme, 
RegTech provides vital protection against regula-
tory, operational and reputational risks and gives 
investment managers an understanding of their 
businesses they could never achieve before. This 
paper discusses the evolution of 360-degree com-
pliance programmes and share best practices for 
designing and implementing them. It analyses 
how, when applied across all investable accounts 
and business segments, technology can transform 
compliance from a reactive to a proactive process.
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REGULATORY WAVE
In a recent wave of decisions, regulators 
in the US have instituted a shift toward 
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fiduciary standards for wealth advisories.1 
For many years, the Office of the Comp-
troller of the Currency (OCC) has enforced 
a fiduciary standard for investment and 
asset management activities at chartered 
banks and trust companies.2 Now, in what 
the global law company Eversheds South-
erland describes as a ‘patchwork’ of rules 
that ‘at times overlap and conf lict with one 
another’,3 other regulators at both the federal 
and state levels are implementing standards 
of their own. At the same time, on another 
front, a trend toward increased environ-
ment, social and corporate governance 
(ESG) disclosures is unfolding in Europe. 

On 12th July, 2019, the Securities and 
Exchange Commission (SEC) released its 
interpretation of standards of conduct under 
the Investment Advisers Act of 1940. It 
stated that investment advisers have a fidu-
ciary duty comprised of a duty of care and 
a duty of loyalty.4 In its Regulation Best 
Interest (Reg BI), effective as of 30th June, 
2020, the SEC addressed the standard of 
conduct for broker-dealers. Under REG 
BI, broker-dealers must place the inves-
tor’s interest over their own when making 
investment recommendations.5

States too have started to surf the fiduciary 
wave. In 2020, Nevada and Massachusetts 
implemented their own interpretations 
of fiduciary standards, while New York 
defined a best-interest standard for insur-
ance producers and the National Association 
of Insurance Commissioners issued its own 
model regulation. Currently, New Jersey is 
considering fiduciary standards for broker- 
dealers and investment advisers.6

Fortunately, for international companies 
and the management of foreign assets, the 
SEC collaborates closely with the European 
Securities and Markets Authority (ESMA). 
As a result, the two regulatory bodies often 
work simultaneously on the same issues, 
from rules governing money-market funds 
to cyber security. To give another exam-
ple, regulators in the European Union 

(EU) and the UK are reviewing new stan-
dards to ensure asset managers endow their 
compliance departments with skilled lead-
ers, proper resources and real enforcement 
authority. These proposed rules echo a Risk 
Alert issued by the SEC on 19th Novem-
ber, 2020, with regard to its Rule 206(4)-7, 
known as the 40 Act Compliance Rule.7

When it comes to mandating ESG dis-
closure requirements, however, European 
and US regulators have diverged. While the 
SEC has adopted a wait-and-see approach, 
regulators across Europe have taken the 
lead on implementing new requirements 
for ESG disclosures. EMSA’s leadership 
has called for the consolidation of private- 
sector and country-specific standards into a 
single, international framework.8 But given 
the SEC’s more hands-off approach, that 
will only go so far to address the complexity.

The wave of new rules and disclosure 
requirements has supercharged regulators 
and had a direct impact on the bottom 
lines of wealth management companies. 
Entrusted with the dual mission to pro-
tect investors and to ensure markets run 
smoothly, regulators are following their 
mandate to safeguard and support an enor-
mously dynamic and innovative industry. 
But the effort and expense for financial 
services providers are undeniable. By one 
estimate, a company can spend as much as 10 
per cent of revenues on compliance.9 Some 
global organisations now commit 15 per 
cent of personnel to governance, risk man-
agement and compliance departments.10

In addition to operational costs, com-
panies face a greater risk of incurring 
regulatory fines, coupled with the rep-
utational and brand damage that those 
penalties entail. In 2020, f ines reported 
by the US Financial Industry Regula-
tory Authority (FINRA) increased by 43 
per cent to US$57 million from US$40 
million in 2019.11 FINRA’s recent cases 
demonstrate its focus on protecting retail 
investors. At the top of the list are the usual 
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suspects: anti-money laundering (AML), 
variable annuities and unregistered secu-
rities. But FINRA’s top five enforcement 
actions in 2020 also include cases involv-
ing books and records and trade reporting, 
indicating a focus on data management 
and a company’s ability to oversee and 
report out its data. Fines in cases related to 
books and records rose to US$14.5 million 
from US$1.9 million, an increase of 660 
per cent. Fines involving trade reporting 
increased 400 per cent.12

To avoid running afoul of regulators, 
to control their costs, and stay focused on 
serving customers, wealth management 
companies recognise they can no longer 
fulfil their obligations with manpower 
alone. They have to invest in technol-
ogy. This paper discusses the evolution 
of 360-degree compliance programmes 
and share best practices for designing and  
implementing them. Applied across all 
investable accounts and business segments, 
technology can transform compliance from 
a reactive to a proactive process. It allows the 
automation of labour-intensive tasks. It sim-
plifies and accelerates identity verification. 
It enables comprehensive communication 
and account monitoring. It improves the 
depth and precision of record keeping and 
makes reporting to customers and regula-
tors more accurate, efficient and effective. 

Ultimately by surfacing problems so they 
can be addressed on a daily basis, technol-
ogy frees wealth management companies 
to provide the best service possible to their 
customers. And that is really what regula-
tors are asking. They want wealth managers 
to be the best they can be, for markets and 
for investors alike. 

THE EVOLUTION IN OPERATIONS
My company, InvestEdge, provides 
portfolio management and compliance 
technology to more than 100 large finan-
cial services clients. We partner with  

banks and trust companies regulated by the 
OCC and registered investment advisers  
(RIAs) and broker-dealers overseen by the 
SEC, FINRA and state-level regulators. 
For these companies, 360-degree compli-
ance programmes are critical to their ability 
to operate efficiently and in compliance.

When InvestEdge began 20 years ago,  
compliance was a very human, very labour- 
intensive process that rested primarily on 
highly paid front-office employees, the 
company’s investment advisers and manag-
ers. Orders and accounts were tracked on 
Excel spreadsheets. Compliance checks 
were run essentially by hand, at day’s end.13 
Annual regulatory reviews involved comb-
ing through massive amounts of paper, 
identifying and curing discrepancies (or 
drafting explanations for them) and creating 
voluminous reports.

The past 15 years has seen many com-
panies diversify. Banks, broker-dealers 
and consolidators are looking to acquire 
RIAs, and today’s larger banks typically 
also include broker-dealers. These mergers 
enabled institutions to offer more com-
prehensive services but complicated their 
compliance obligations by requiring them 
to navigate the patchwork of regulations 
across agencies and jurisdictions.

To monitor their different activities and 
meet their obligations, the larger institu-
tions connected their regulatory compliance 
functions with internal governance and risk 
management, and established compliance 
committees to oversee it all and report up 
to the chief compliance officer (CCO) and 
chief executive officer (CEO). To reduce 
cost, many have also sought to spread com-
pliance tasks more widely, across the front, 
middle and back offices.

While technology has played an 
increasingly larger role in operations,  
implementations have tended to be ad-hoc 
and decentralised. Many companies adopted 
and continue to operate different systems 
across their activities, business segments 
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and locations, leading to an array of solu-
tions for customer relationships, portfolio 
management, custody, trading, clearing and 
reporting. Localised and division-specific 
tools often require manual reconciliation 
of outputs, complicating reporting to upper 
management, expending resources and 
diverting employees from serving clients. 

At many investment companies, it is 
impossible today for managers to have 
timely, holistic insight into customer port-
folios and daily activities. The blind spots 
cause delays, errors or conf licts. What is 
more, they compromise customer satisfac-
tion and, ultimately, invite the wrath of 
regulators.

INCENTIVES FOR 360-COMPLIANCE
Although the trend toward automation of 
compliance has been underway for more 
than a decade, many chief technology  
officers have hesitated to commit to holis-
tic solutions, citing rapid advances in 
technology. Today, however, RegTech 
has matured — a fact that is increasingly 
recognised by US Government agencies.  
More and more, regulators are incentiv-
ising companies to adopt technological 
solutions that provide institutional control. 
The growing consensus is expressed well by 
Robert Dearman, CEO of DCG Insight: 

‘The most well-written set of written 
supervisory procedures is virtually useless 
if the firm has no mechanism to consis-
tently, efficiently, and scalable ensure they 
are respected in practice. Regulat[ions], 
such as the SEC’s rule 206(4)7, specifi-
cally require firms to conduct a rigorous 
introspection at least annually to ensure 
that their policies, procedures, controls, 
frameworks, and systems are effective. 
With thousands of approved products, an 
army of financial professionals, and clients 
of all demographics, needs, and concerns, 
a firm that has not invested in both pre-

sales and post-sales automation via well-
knit systems will find gaps too expansive 
to facilitate growth or perhaps a profitable 
existence.’14

The OCC already requires banks to 
deploy compliance technology and it may 
ask them, as part of its periodic examina-
tions, to demonstrate it. In December 2018, 
the OCC joined with other regulators to 
encourage banks to deploy innovative com-
pliance technologies by agreeing to refrain 
from issuing automatic penalties if the new 
processes uncover deficiencies in the banks’ 
legacy systems.15

As part of the fiduciary regulatory wave, 
the US Department of Labor is working on 
a rule change under the Employee Retire-
ment Income Security Act (ERISA). In its 
current form, the modified Fiduciary Rule 
defines who can receive compensation 
with respect to transactions under IRA, 
401K and other retirement plans. To col-
lect fees under the plans, advisers must meet 
‘fiduciary’ standards and have excellent 
compliance procedures in place.16 (Initially 
finalised in February 2021, after a decade-
long process, enforcement of the exemption 
is to-be-determined, and further changes 
are expected.)

Some fiduciaries are using their higher 
compliance standards as a competitive 
advantage. Their compliance personnel 
engage directly with customers.17

On the f lip side, a company that lacks 
institutional control, as Robert Dearman 
notes, can put its prof itable existence at 
stake. No recent case illustrates this better 
than Wells Fargo. Wide gaps in oversight 
at the bank allowed abuses in retail sales to 
f lourish, leading to US$3 billion in f ines 
as of September 2021.18 These costs, how-
ever, pale in comparison to the losses the 
bank continues to incur from its tarnished 
brand, limitations on its assets imposed by 
regulators and repeated restructuring of 
operations and management — including 
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four CEOs since 2016.19 When f inally 
calculated, these reputational and oper-
ational costs will certainly exceed the 
bank’s regulatory f ines by many billions 
of dollars. 

In today’s complex business and regu-
latory environment, the ability to detect 
and solve compliance, risk and governance 
issues on a daily basis, company-wide, 
across data systems and business segments 
is increasingly crucial to a company’s 
success. It saves money, can unleash addi-
tional revenue streams, is key to winning 
and keeping customers and safeguards 
a company’s most important asset: its 
reputation.

THE CHALLENGES FOR HOLISTIC 
SOLUTIONS
How can technology companies help banks 
and wealth managers have the institutional 
control they need to prosper and provide 
the best possible service? To be effective, a 
compliance system must be comprehensive, 
configurable, expandable and customer- 
focused. 

First and foremost, it must encourage a 
complete understanding of the customers’ 
lives and their goals over time and main-
tain comprehensive profiles of each. What 
is the investor’s tolerance for risk? What do 
they aspire to? How are their circumstances 
changing? 

To keep up with today’s dynamic, inno-
vative industry, the technology has to be 
f lexible and configurable. It should accom-
modate new and changing products, services 
and advice models. Is a brokerage account 
appropriate? Should the investor move from 
an automated to a managed account? Per-
haps an investor needs financial planning or 
insurance?

Monitoring and reporting capabilities 
must accommodate new and ever-changing 
regulations and areas of enforcement. My 
clients tell me that, in 2021, regulators are 

taking close looks at unit investment trusts, 
penny stocks, variable annuities and special 
purpose acquisition companies. A com-
pliance system must be able to monitor 
these and other new product offerings or 
advice-models and to initiate and generate 
new kinds of alerts.

The complicated and changing work-
f low within financial services companies is 
another challenge. The onboarding of cli-
ents’ portfolios can include many people: 
one person to set up the account, gather 
information about the customer, and enter 
the data into a customer relationship man-
agement (CRM) interface; another person 
to provide investment advice; and still 
others to execute trades, check compli-
ance and generate quarterly performance 
reports. These personnel and others across 
the front, middle and back offices may need 
to be involved when alerts arise. What will 
the workf low be? And how are changes 
implemented?

THE PROGRESSION OF AN INDUSTRY
The five pillars of a holistic 
compliance platform 
Comprehensive, accurate data tied together 
across client communications, assets, lia-
bilities and transactions. Exception-driven 
rules engines that proactively perform anal-
ysis of customer profiles, transactions and 
holdings, including allocations. Automated 
workf lows that spread alerts broadly across 
business segments and shift focus from 
finding problems to solving them. Over-
sight tools that enable monitoring across 
accounts for company-wide risk analysis. 
Reporting for customers and for regulators.

BEST PRACTICES FOR 360-DEGREE 
COMPLIANCE TECHNOLOGY
A holistic compliance platform relies on 
five main technologies: 1) exception-driven 
rules tailored to the company’s business 
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models, products and services and applied 
strategically to its data systems; 2) intelli-
gent alerts that bring to light risk areas with 
easy access to relevant data; 3) well-defined 
workf lows that direct alerts efficiently 
within service areas, eg broker-dealer and 
across the front, middle and back offices;  
4) case management and oversight tools that 
provide analytics for supervisors and enable 
risk analysis across grouped accounts; and  
5) summation tools that distil the full record 
into relevant reports. 

The foundation is data linked across the rel-
evant books of record from advisory, trust, 
custody or clearing systems: everything that 
is involved with onboarding a customer’s 
account and providing investment manage-
ment services for a fee or commission. For 
companies that have yet to adopt holistic 
compliance technology, the effort to clean 
and classify data can be alleviated by experi-
enced providers and it is essential to create a 
comprehensive compliance programme and 
to reduce costs long-term.

The data must include all the compa-
ny’s products and transactions and should 
be extendable. For example, the integra-
tion of third-party data providers should be 
enabled to support a robust security master 
and asset allocation schema. 

The daily data should feed into f lexible 
and configurable rules engines and algorithms that 
check for alignment with customer man-
dates, company policies and government 
regulations. The engines should be con-
figurable to apply rules by service segment 
— for example, broker-dealer or RIA 
money transfer — and by solution, such as a 
mutual fund, wrap or special memorandum 
account (SMA).

When narrowly defined and excep-
tion-driven, the rules engines avoid false 
positives and identify actual risks. What is 
an exception-driven process? A bank/trust 
institution, regulated by the OCC, with 
a registered investment advisory, has to 
beware of bank stocks in investors’ portfolios 

to avoid conf licts. In that case, the com-
pany wants to configure its rules engine to 
scan accounts for those stocks. Members of 
FINRA, to give another example, need to 
identify conf licts of interest, expired adviser 
licences and holdings that are not suitable 
for a given customer.

The exception process must be smart. 
Alerts should correlate pertinent commu-
nications, transactions and holdings. For 
example, a new bond offering may not 
be rated for some time. The rules engine 
should know to f lag the bond as having no 
rating or a below-grade rating. When the 
rating comes down, the engine needs to be 
smart enough to register it and, if the rating 
is acceptable, to remove the alert.

Rules engines should be turnkey so a 
company can easily add new monitoring 
capabilities as it adds products and services, 
and as new regulations are finalised. The 
engines should prioritise alerts by severity 
and due date. Finally, the engines have to 
monitor metadata as well as accounts and 
transactions.

Apply rules across communications to 
‘know your customer’ 
Well-established SEC and OCC regu-
lations include standards for knowing 
and communicating with your customer. 
Onboarding of new accounts, in particular, 
can be high-risk and demands evaluation 
and verification. In addition, ongoing client 
communications, including conversations, 
correspondence and customer sign-offs, 
must be documented. 

Fiduciaries regulated by the SEC and 
OCC should maintain customer-approved 
investment policy statements (IPS) for each 
investor. The IPS demonstrates that the 
fiduciary understands all of an investor’s 
assets and asset allocations, and that they 
align with the investor’s objectives. As prices 
shift constantly and trades are executed 
daily, holdings must be monitored against 
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the IPS: Is the investment mix and alloca-
tion in the customer’s best interests? How 
does it compare with selected benchmarks? 
Does it meet the investor’s directives? How 
should it change given a recent life event? 
These evaluations have to be applied across 
the company’s entire book of accounts. 

Workflow automation is vital to reduce 
the burden on staff
Questions to ask when designing workf low 
include: How should the information move 
through the organisation? Should the alert 
begin in the front office, then f low to the 
middle and then to the back office? Does 
the alert need to be addressed by someone 
outside the organisation? For example, a 
broker-dealer may have an office of super-
visory jurisdiction (OSJ) that responds to 
trade surveillance alerts. Once addressed, 
cases should f low to a manager for review. 
It is possible to outsource some tasks that are 
turnkey in nature and then direct the case 
data to an internal manager for sign-off.

For proactive compliance, oversight 
and case management has to be part 
of the same system
Supervisors need a view of cases across their 
purview, to judge how much and what type 
of work is outstanding. A process of escala-
tion should be built in so that senior leaders 
have insight into issues that remain unad-
dressed. To judge company-wide risks, the 
chief compliance officer needs the ability to 
group accounts and review data across them. 

Supervisors and regulators need access to 
the entire case history. Our customers reg-
ulated by the OCC are expected to provide 
evidence of when an alert happened, who 
addressed it, how long it took to cure and 
the related communication.

Implementing a quality control process 
for additional oversight adds another layer 
of risk mitigation. Quality control allows 
supervisors and executives to examine cases 

at random, much as a manufacturer inspects 
a line, to ensure that the processes and res-
olutions meet the standards of the company 
and the regulatory agencies.

Proof points and account reviews for 
clients and regulators
Regulatory compliance requires full docu-
mentation of communications, holdings and 
transactions through the entire customer 
life cycle. A company must be able to show 
that it monitors this information and sur-
veils transactional activity. But it also needs 
to provide relevant summary reports. Our 
clients tell us that when they demonstrate 
an automated, exception-based compli-
ance process and can provide requested data 
efficiently to regulators, they significantly 
shorten the time spent in regulatory reviews. 
Even error-prone, time-consuming obliga-
tions like annual investment reviews can 
now be automated.

Security
While the need for comprehensive cyber 
security precautions goes without saying, it 
is worth noting that regulators now exam-
ine data system security as part of their 
review process. The ability to show that 
the technology and the technology provider 
meet industry security standards is key to 
passing annual audits.

Daily and redundant
With current technology, we run the rules 
engines across data on a daily basis for all 
of our clients. For 60 per cent of them, we 
return alerts and compliance metadata back 
to them every day for storage in on-premises 
data stores, creating multiple redundancies.

CONCLUSION
Regulatory technology is increasingly 
essential for financial services companies. 
It cannot, however, substitute for sound 
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policies and procedures. Compliance staff, 
legal advisers, operations and investment 
managers must work with technology pro-
viders to implement the products, rules and 
workf low that are best for the company and 
its customers and that meet the intent of 
regulators. My goal in this paper is to pro-
vide an overview of the core technologies 
and how to think about applying them. 

Exception-based rules and well-defined 
workf lows transform compliance from a 
reactive to a proactive process. Our data 
shows that 360-degree compliance pro-
grammes can reduce overall time spent on 
compliance by as much as 80 per cent. How 
compliance staff spend their time also shifts, 
from uncovering issues, which falls on 
average by 60 per cent, to solving them. In 
2020, after approximately 620,000 annual 
reviews and 7.2 million alerts, not one of 
our customers reported a regulatory fine to 
us, and they continue to emphasise that the 
360-degree compliance programmes they 
have implemented with our technology are 
critical in navigating today’s complicated 
regulatory environment.

When combined with compliance- 
focused stakeholders and curated compli-
ance processes, RegTech can significantly 
improve a company’s understanding of risk 
and provide an efficient view into its busi-
ness. It eliminates sanctions and shores up 
the foundation on which a company’s rep-
utation rests.

It also improves service to customers. 
Regulators share those goals. Their mission 
is to ensure institutions remain sound and 
provide the best possible advice to consum-
ers. Wealth and asset managers are freed to 
be the best they can be, for the health of 
investors, the markets and the economy.
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